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Financial phishing detection method based on
sensitive characteristics of webpage
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(1. School of Automation, Chongging University of Posts and Telecommunications, Chongqing 400065, China;
2. Research Institute of China Mobile, Beijing 100033, China)

Abstract: A financial phishing detection method based on sensitive characteristics of webpage was proposed, which
acquired sensitive text information of specific hypertext markup language tags and computes sensitive text eigen-
value. The method matches number of sensitive text using multiple pattern matching algorithm AC_SC (AC suitable
for Chinese). Then, the method locates and cuts logo image of webpage, and utilizes PCA-SIFT algorithm to extract
image features and match features with library of webpage logo which was established beforehand. Meanwhile, it
calculates similarity of two logo image. Finally, the decision can be concluded by the text eigenvalue and image
similarity. It shows that the method is better in pertinence and timeliness according to experiment, and achieves no
less than 97% detection accuracy.
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